10 nmpu3HaAKOB
3apa)keHUud Ballero
KOMIIbIOTEpPA
BpeoHOCHbIM [10
(yacTtb 1)

Yxe No4Tu HUKOro He yauensieT 6yKBasbHO eXeAHEeBHbI POCT KomMyecTBa M MHoroobpasusi BpeaoHocHoro MO u,
KaK crneacTBue, KOMYecTBa Clydaes 3apaxeHusi 3Tum MO KoMNbTepoB Nonb3oBaTesiell Mo BCEMY MUPY.

B 3TOM ¥ nocneaytolem Bbinyckax Mbl onuiweM 10 npu3sHakoB (MK, Bblpaxascb S3bIKOM Bpayeil, CUMATOMOB) TOrO,
4YTO Ball KOMMbIOTEP YXe He COBCEM Balll.

1.

Komnbrotep paboraer Heo6bIHHO MeaneHHo. CaMo no cebe 370 He SBNSETCA 0OAHO3HAYHbIM MPU3HAKOM
3apaxeHus (BeAb KOMMbIOTEP MOXeT 6bITb MPOCTO 3arpyXeH pecypCoéMKMMW 3ajavaMum - B TaKUX
YCNOBUSIX NafeHue MpPOU3BOAMTENBHOCTM Hen3bexHO), OAHaKO, OAHO3HAYHO ABMSETCS MNOBOAOM
BHMMaTENIbHO MPUCMOTPETHLCS K MOBEAEHUIO KOMMbloTepa. Bbl cTanu 3amevaTb, YTO 3arpy3ka KoOMMbloTepa
WAET CNMWKOM MeAasieHHO, a nporpammbl paboTaloT HeobblMHO A[0Ar0? W npu 3TOM KOMMbIOTEpP He
BbIMOMHSAET pecypcoémkme 3agaum? CHavana HeobXoAMMO WCKKYUTb MPUYUHBLI, HE CBSA3aHHble C
3apaxeHuneM BpefoHOCHbIM O, a MMeHHO YyMeHbleHne o6bEéMa AOCTYMHOM oOnepaTMBHOM NaMAaTH,
AedparmMeHTaumio AMCKOBbLIX MacCMBOB, Meperpes npoueccopa U paga Apyrux. Ecam xe Bce 3TW NpUYMHbI
OTCYTCTBYIOT - BpeMsl roToBMTbCst K 60pbbe 3a CBOM KOMMbIOTEp.

BHe3anHoO NoABASAIOTCA BCIJibiBaloWMe OKHa C HeXXenaTesibHbIM CoAep>XUMbIM (peksiaMa, NOpHO-
calTbl U1 TOMy nogo6Hoe). Takume HeM3BECTHO OTKyAa MOSBASIOWMECA OKHa He TONbKO 3aTpyAHSIOT
NCMoNb30BaHWe MHTEPHeTa, HO MX elWé 4acTo C/I0XKHO 3aKpbiTb, YTO CrpaBeAsMBO pasjpaxaeT. IT0 —
ABHbIA MpU3HaK HanuMuma BpeaoHocHoro MNO. Ansa ero yaaneHus HeobxoAwMbl cneunanbHble Mporpammbl,
Takve Kak, Hanpumep, Malwarebytes. OAHaKo, W OHW He TrapaHTUPYIOT YCTpaHeHue npobnembl u
HEBO3MOXHOCTb NMOBTOPHOIO 3apaxeHus. Jlyywnin cnocob (kak v npu pewweHnn MHorMx npobnem B obnactu
MHdOpMaUMoHHOM 6e30NacHOCTM) — OCTOPOXHOE, BHUMATeNlbHOE W BAYMUYMBOE MOBEAEHME Mosb3oBaTens.
MHbIMM cnoBaMu, He 3arpyxawTe u He yCTaHaBnBanTe He3HakoMmoe (ocobeHHo 6ecnnaTtHoe) MO (nnaruHbl,
Tyn6apbl 1 T.A4.), He OTKpblBalTe COMHUTENIbHblE CalTbl U He HaXWManTe Ha He3HaKOMble CCblIIKK, He
OTKpbIBaWTE NMUCbMa W BIOXKEHWUS B HUX OT HEM3BECTHbIX aapecaToB.

MHorokpaTHoe aBapuiiHOoe 3aBeplueHue pab6oTbl NPUIOKEHUW WM BCEro komnbioTepa (MHoOraa
Aa)ke C MNOABJMIEHUWEM «CUHEro 3KpaHa cMmepTu»). [lofobHble cobbiTna MoryT 6biTb cneacTsmem
npobnembl, CBsI3aHHOW C annapaTHbIM WAM NporpaMMHbiM obecrnedyeHneMm KomnbloTepa (Hanpumep,
HEeCOBMeCTMMOCTb YCTPONCTB WA HenpasuabHasa paboTa ApaiiBepoB), UK, KaK Bbl 4Oragasncb, NpU3HaKom
Hanuumsa BpepoHocHoro MO, mewarowero HopMmanbHOM paboTe kKomnbioTepa. Kak v B nyHKTe 2, Ans
yCcTpaHeHunsi BpeaoHocHoro MO He obowTucb 6e3 cneunanusMpoBaHHbIX MporpamMm. Kak npasuno, B
6onbWKHCTBE CryyaeB 6blBaeT AOCTAaTOMHO XOPOLWIEro aHTMBMpYyCa C akTyalbHOW BWPYCHOW 6a3oM,
KOTOPbIM Heo6X0AMMO MpPOCKaAHMPOBaTb BeCb KOMMbIOTEP, BKJ/OYAs CUCTEMHbIE WM MOYTOBblE MNanKW U
apXMBbI.

MoposputenbHO akTUBHasA paboTa >>ECTKOro AMCKa KoMmnbiloTepa. Ecnn Bbl He coBepliaeTe
onepauun c dalinamm, He ckauMBaeTe Ha KOMMblOTep TOPpeHTbl uan MO, He urpaete B Urpbl U aKTUBHO He
ncnonb3yeTe MPUIOXKEHUS, @ KOMMNbIOTEP, TEM HE MEHee, HaTYXXHO «LWYpLINT» BUHYECTEPOM — BO3MOXHO,
3TO pe3ynbTaT AesTeNIbHOCTU BpeAoHOCHOro MO, KOTOopoe B 3TOT CaMblii MOMEHT UK WNdpPyeT coaepxmnmoe
Ballero X&cTkoro aucka, 4tobbl NnoToMm notpeboBaTh C Bac Ae€HbIM 3a paclumMdpoBKY, NUIN «pa3MHOXAETCs»
B BETBMCTOW (alisioBOM CUCTEME KOMMbIOTEpa, WKW pacCbiiaeT CBOM KOMWW BCEM, KOro HanWAaéT B Ballewn
noyre.

Heo>xmaaHHO 6bICTPO 3aKOHUMIOCb CcBO60AHOE MecTO Ha XEcTkoM aucke. Ewé HepaBHO 6bina
cBoboaHa TpeTb AMCKa — WM BOT YXe Bble3aeT npeaynpexaeHne ornepaumoHHON CUCTEMbI O TOM, YTO MecTa
noytn Het! Ecnu Bbl He ckaumBanu 6o0nblnX O6BEMOB AaHHbLIX Ha CBOM KOMMbIOTEpP, HE yCTaHaBnuBaIu
Urpbl, 3aHMMalOLLMe MHOIMO MecTa Ha AMCKE, U He 3HaeTe, OT4ero Morno 6bl Tak H6bICTPO 3aKOHUMUTLCSH MeCcTo
- CKOpee BCero, CHoBa NpUAETCS «pacyexnaTb» aHTMBUPYC.

(YuTaiTe BTOpPYIO YacTb B C/IEAYIOLLEM BbIMYCKE)
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